Cybersecurity &

Privacy Self-Learning
Program

Get ready to protect your healthcare organization
like never before with Shield! Our Mainpro®
accredited cybersecurity & privacy program has
been designed to cater to the unique requirements
of Canadian healthcare professionals.

What You’ll Get

. A user-friendly, web-based curriculum that is expertly
managed and updated by our team with the most
- current evidence-based information.

This program has been certified for up to 3
Mainpro+® credits. Earn up to 12.5 certified

@ Mainpro+® credits!, with an additional 4 credits
available under the Royal College Maintenance of
Certification.

An understanding of your individual and
E-E organizational readiness to recognize and prevent

costly breaches.

T @ Flexibility at your fingertips! Each module takes just Start the conversation today by Scanning the QR
l§| 3 30 minutes and you can start, pause, and resume L.
IIE anytime—perfect for your busy schedule code below or visit

https://amplifycare.com/solutions/shield/

Did You Know?

Research shows that cybercriminals count on human
interaction in the majority of their attacks, so your best
defense against a harmful breach is you and your
team.

Equip yourselves with the most powerful weapon:
knowledge.

Shield is powered by Amplify Care. Learn more about all our services and digital
health supports at www.amplifycare.com
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Cybersecurity &

Privacy Self-Learning
Program

Cyber threats are evolving—so should we. Shield empowers healthcare teams with practical,
bite-sized learning designed to turn everyday actions into powerful defenses. From mastering
safe habits to tackling phishing head-on, these modules give you the confidence to protect your
patients, your data, and your organization.

Modules

Cybersecurity Core Modules:
1. Introduction to Cybersecurity in Healthcare — Understand why healthcare is a prime target and the basics of cyber
defense.
2. Safe Cybersecurity Habits — Learn everyday practices to keep systems and data secure.
3. Password Security — Create strong passwords and manage them effectively.
4. Clinical Cyber Hygiene — Protect clinical systems and patient information from breaches.
5. A Deep Dive into Phishing — Spot and stop phishing attempts before they succeed.
6. Artificial Intelligence In Healthcare - Discover how artificial intelligence is transforming healthcare

Privacy Modules
1.Managing a Breach — Know what to do when an incident occurs.
2.Personal Health Information Obligations — Understand your responsibilities under privacy laws.
3.Email and Personal Health Information — Secure communication practices.
4.Privacy and the Right to Access Personal Health Information — Learn patient rights and compliance

Supplementary Modules
1.Social Media for Healthcare Professionals — Navigate social platforms safely
2.Privacy Officer Fundamentals — Part 1 & 2 - Gain the knowledge and skills to manage privacy compliance, protect
personal health information, and respond effectively to breaches

Enhanced Activities

Get ready for a fresh wave of engagement with exciting new activities

Your first line of defense starts here.
Complete these quick, impactful

g(_amgne(.j o em.poYver 3(/:our teams modules and turn knowledge into
Klmullat(ljon ZhE:Sh;(ng hallenges protection. Ready to Shield your
nowlecge Lnecxs organization? Start today!

Commitment to Change
Clinic Cybersecurity Current State Assessment
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